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Cyber Coverage Application for SDIS Members ——W\&mﬂvuj‘,

Section One: General Information

Member Name: T;?)aker ﬂ,oguctq, L[lav‘apq b{%’t’f‘\fj’

voursame:_( e tetine By Diyess

Title: 3&5 INEsSS Y/\’\QJ\&L@&{‘ /H i @ .

Email_ O hR €3 @ l.%du», Lﬂ:, O/\?, phone: 5H| —5234(9

Number of IT Personnel Employed: :L

Does your entity outsource its IT Services:  Yes &] No .'
If so, to whom? (‘ﬁﬂ%‘\.@ﬂé 5(3"‘\/?(‘55 DLLVD (JDW\OML{‘ Sér VM('S
1864 Maun Street, Tadun b g 0 hogen 9 73

Does your entity provide IT service to organizations outside of your district: Yes [_] No m

If yes, please provide the names of the organization(s) that your district provides IT services to:

Has your entity experienced a Cyber Incident in the last year? Yes [:l No g]

If yes, explain the incident (i.e. phising, email spoof, etc.,) and the outcome. Was a claim filed for the
incident?

Ootion & Coveradge doth nol
Section Two: Cybersecurity Measures A| (/- AL Seeton?2., fnswered
s e re e areat .

*Required to obtain Limit options B or C*

1. Does your entity require multi-factor authentication on the following?

VPN/RDP—do Nnest e ves CIno[d N/A%/
Email Yes [_|No % N/A
Any Privileged Access Logins Yes [ INo N/A ]

Critical systems (PlI, PHI, Financial Data, Operations Apps) Yes g:] No [ n/a []
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2. Are passwords rotated atleast every 90-days or use alternate password
policy listted below? Yes [C] No m

*Alternate password policy includes ALL of the following below:

o MFA, biometrics, or passkeys
o Passphrase-type length and complexity requirement
o Failed log-in attempt monitoring/blocking

3. Does your entity restrict administrative rights on district computers to a select few qualified
individuals? Yesm No ] n/A [

4. Are data backups performed daily? Yes [XI No [

If so, how often are they tested? £V ﬂ"‘lf (a fV\k—D/\‘f(f\ S
Are they stored off-site? Sl (%

5. Will you district require all staff to take the trainings listed below
offered by Vector Solutions?* Yes ] No m
- Security Awareness Essentials
- Social Engineering

*Qr equivalent training offered by another qualified vendor. Vector Solutions courses are free to
members. More information can be found on www.sdao.com.

6. Does your entity have a written Cyber Incident Response Plan? Yes 1 No ﬁ N/A O
7. Do you use End Point Protection on all endpoints? Yesm No ]

Please explain who is your provider or what software do you use?

8. Does your district have a policy to install critical security patches
on all end point and server operating systems and software? Yes w No

9. Is your district a member of the Center for Internet Security’s Multi-State Information Sharing &
Analysis Center (otherwise known as MIS-ISAC)? Yes ] No m

Section Three: Additional Information

How many employees does your district have? 5 7

How many system logins does your district currently have? ‘;O

ClL”f'Cle% St,éb‘h’,m
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Are your workstations and servers regularly patched and updated? Yes $ No [ N/ALC]
If so, how often?
Do you collect credit/debit card numbers? ves [ Nom
If yes, how many?
Do you store records containing Personally Identifiable Information?

If yes, how many? 8; OOO

By signing and agreeing to this application you are confirming that all information is accurate to the best of your
knowledge. If, during the investigation of a claim, it is found that the information provided was false, coverage may
be excluded subject to all terms, conditions, and exclusions listed in the SDIS Cyber Coverage Document.

Completed by: O |/\ V\. el f\{ HZLW >

(Print Name)

Signature

Title: B-'Li’ji‘ﬂ £<sS YW\ 4\6\6{ (“a il
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SDIS Cyber Coverage Declarations /?Yﬂ

Policy Number: 40P26696-352 Coverage Period: 1/1/2025 through 12
Named Participant @ @ @ W Agent of Record

Baker County Library District Clarke & Clarke Insurance

2400 Resort St P.O. Box 745

Baker City, OR 97814 Baker City, OR 97814

Cyber Total Aggregate Limit of Liability $150,000

First Party Coverage's Sublimit of Liability $50,000

First Party Coverage Includes:
Network Interruption
Event Management
Cyber Extortion
Data Restoration \/L/
Computer and Legal Experts (7
Public Relations
Business Income

Third Party Liability Coverage's Sublimit of Liability $100,000
Third Party Coverage Includes: )
Security Failure or Privacy Event
Media Content
Regulatory Action

Deductible $1,000 :

—— | eed P
SDIS Trust Cyber Annual Aggregate Limit of Liability $2,000,000 l"—'l:g = .WU-QW
SDIS Member Contribution Included

Applicable Coverage Document: SDIS Cyber Coverage Document, effective January 1, 2025

This Certificate is made and is mutually accepted by the Trust and Named Participant subject to all provisions, stipulations, and
agreements which are made a part of the SDIS Cyber Coverage Document. This certificate only represents a brief and incomplet
summary of coverage. Other conditions and exclusions applyas described in the SDIS Cyber Coverage Document. Titles are
provided for convenience of reference and shall not be deemed to in any way to limit or affect the provisions to which they relatc

Countersigned by: m m Date: Wednesday, January 01, 2025

Authorized Representative
Special Districts Insurance Services




